Chapter 3
Port Scanning
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Learning Objective

= |[dentify common information-gathering tools and
techniques.



Key Concepts

Determining the network range

|dentifying active machines

Mapping open ports
Operating system (OS) fingerprinting %
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Overview of Network Scanning

- Scanning is the process of gathering additional_detailed

for an attacker which @nables)him/her golcréate a profile of the)






Types and Objectives of Scanning

The more the information about a target organization, the
greater the chances of knowing a network’s security loopholes
and consequently, for gaining unauthorized access to it. The

followings areftypes used for scanning a network:

1 n I s . Network Scanning Process
Sends —_—
.............. Tc/pprobes o |[mml
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1- Port Scanning — Lists the open ports and services:

By sending a sequence of messages to break in. Port scanning involves

connecting to or probing TCP and UDP ports on the target system to determine

if the services are {running\or are in a state. The listening state

provides information about:

The operating=system and systemmwarchitecture of the target. This is also
known as fingerprinting. An attacker can formulate an attack strategy based

on the operating system’s vulnerabilities.

Discover the services running/listening on the target system. Doing so gives
the attacker an indication of vulnerabilities (based on the service) exploitation
for gaining access to the target system. Sometimes, active services that are
listening may allow unauthorized user access to misconfigure systems or to

run software with vulnerabilities.

ldentify specific applications or versions of-asparticularservice.
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2- Network Scanning (Lists IP addresses): Discover the network’s

liveshosts, {|P-addresses, and open=ports of live machines. Using-open

ports, the attacker will determine the best means of entry into the
system. _

SNV
3- Vulnerability Scanning (Shows the presence of known
weaknesses): Vulnerability scanning is a method used to check
whether a system is exploitable by identifying its vulnerabilities. A
vulnerability scanner consists of a scanning engine and a catalog. The
catalog includes a list of common files with known vulnerabilities and

common exploits for a range of servers.

A vulnerability scanner may, for example, look for backup files or

directory traversal exploits.
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TCP Communication Flags

TCP header contains various flags that control the transmission of data
across a"TCPrconnection. Six*TCP-control-flags manage the connection

between hosts and give instructions to the system.

Four of these flags (namely: S¥YN, ACK, FIN, and RST) govern=the

establishment, maintenance, and termination of a connection.

The other two flags (namely: PSH and URG) provide-instructionsto-the
system. The size of each-flagris=1=bit. As there are six flags in the TCP
Flags section, the size-of-this'section-is=6-bits. \When a flagvalue-is'setto

‘17, that flag is automatically turned-on.



TCP Communication

Data contained There will be Resets a
in the packet no further connection
should be transmissions
processed
immediately
URG FIN RST
(Urgent) (Finish) -1 (Reset)
ACK / SYN
_» 4/(Acknawledgemenl) / (Synchronize)
\\__// \\—// ~
Sends all Acknowledges Initiates a
buffered data the receipt of a connection
immediately packet between hosts

Standard TCP communications are controlled by flags in the TCP packet header
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@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src:
# Internet Protoc01 version 4, SrC' 192.168.12.1 (192 168.12.1), Dst: 192.168.12.2 (192.168.12.2)

Reserved: Not set
Nonce: Not set
congestion window Reduced (CwR): Not set
ECN-Echo: Not set

urgent: Not set

Acknowledgment: Not set

Push: Not set

Reset: Not set

swee swee 0...
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ceees o..0 = Fin:
window size value: 4128
Calculated window size: 4128]
=[Checksum:_Dxed®a] [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
lurgent _pointer: 0]
=joptions:| (4 bytes), Maximum segment size
= Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS value: 1460

NOtT set
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TCP Sessio
(Three-way Handshake)

TCP Session Termination

Three-way Handshake

Sheela

10.0.0.2:21 #rrrtrettesressesssssssassssssssseb 9000 3.91

lwould like
.................:...'.‘-’.."2‘.‘.°‘°”"’
SYN P 4 -...........
Ok, let's talk Bil%,
1am openg...p.o'"""";"-"““
RS e Y
‘. sYN 4 ACK' ACK'll

Sheela
10.0.0.2.21 10.0.0.3:21

™ done with the
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Creating Custom Packet Using TCP Flag

- Colasoft Packet Builder enables the creation of custom network packets to audit networks for various attacks

. Attackers can also use it to create fragmented packets to bypass firewalls and IDS systems in a network
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http://www.colosoft.com

Packet Crafting Tools

NetScanTools Pro (https://www.netscantools.com)
Ostinato (http://ostinato.org)

WAN Killer (http://www.solarwinds.com)

Packeth (http://packeth.sourceforge.net)

LANforge FIRE (http://www.candelatech.com)
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Scanning Techniques

Scanning is the process of gathering information about systems that are “alive”
and responding on the network. Port scanning techniques help an attacker to
identify the open ports on a targeted server or host. Administrators often use
port scanning techniques to verify security policies of their networks, whereas
attackers use them to identify running services on a host with the intent of
compromising the network. The first step in scanning networks is to check for live

systems.

Once the attackers detect live systems in the target network, they try to find open
ports in the discovered live systems. Sometimes users unknowingly keep
unnecessary open ports on their systems. Attacker takes advantages of such open

ports to launch attacks.



Port Scanning: Common Port Numbers
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PORT
20/21
22

23

25

53

80

110

135
161/162
1433/1434

SERVICE
FTP
SSH
Telnet
SMTP
DNS
HTTP
POP3
RPC
SNMP
MSSQL

PROTOCOL
TCP

TCP

TCP

TCP
TCP/UDP
TCP

TCP

TCP

UDP

TCP
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J The scanning techniques are categories according torthextype of protocolused for communication
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(ICMP Scanning - Checking for Live Systems

J (Ring'scan involves

Lo
Source
(192.168.168.3)

Icmp
Echo

Wrrnnnnnnnnnnnns

—>

I the host is alive, it will return an ICMP ECHO reply

———

or determining if the IGMBISPESSINgRNTOUghIETFEWEN

—_—

cesassnsssssansh

(19,

\

Destination

68.168.5)

The ping scan output using Nmap

Scan Tools

Target:

Command:

[(Hosts | services

10.10.10.10

0S ¢ Host
W™ 1010.10.10

Filter Hosts

Profile Help

nmap -sn 10.10,10,10

ﬂ Profile  Ping scan £J Scan Cancel

Nmap Output Ports / Hosts Topology Host Details Scans
nmap -sn 10.10.10.10 q - Details

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-12
17:16 . Time

Nmap scan report for 10.10.10.10

Host is up (0.80s latency).

MAC Address: 00:8C:29:F4:41:A9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.77
seconds v

https://nmap.org
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_—Checkmg for Live Systems

- Ping sweep is used to determine the live hosts from a range of IP addresses

If a host is alive, it will return an ICMP ECHO reply
1 -Attackers calculate subnet masks by using the Subnet Mask Calculators to identify the number of hosts that are present in the

subnet

. Attackers subsequently usé ping sweep to create anlinventoryof live systéms)in the subnet

* Zenmap - (o] X
s lok B D% ; ICMP Echo Request
Y u
Target  10.10.10.10-20 I | Profile v| Scan Cancel s
Command: nmap -sn -PE -PA21,23 80,3389 10.10.10,10-20
- ICMP Echo Request
Services Nmap Output Ports / Hosts Topology Host Details Scans
The ping || o « vox o nmap-sn-PE-PA21,23,80,3389 10.10.10.10-20 v] B e
sweep ¥ 10.10.10.10 ICMP Echo Reply
Starting Nmap 7.6@ ( https://nmap.org ) st 2018-01-12
°ntput ¥ 1010001 18:18 time 0 e R s
2 ¥ 10101012 Nmap scan report for 10.10.10.10
using Host is up (0.00s latency).
MAC Address: @0:0C:29:F4:41:49 (VMware)
Nmap Nmsp scan report for 10.10.10.11 ICMP Echo Request
Host {s up (@.00s latency).
MAC Address: 00:0C:29:FA:73:C5 (VMware) Source
Nmap scan report for 10.10.10.12
Host is up (@.0@s latency). 192.168.168.3 ICMP Echo Reply
MAC Address: ©0:0C:29:77:01:50 (VMware) <
Nmap done: 11 IP addresses (3 hosts up) scanned in 20.75
e S IR 00 mesd el AT o e >
ICMP Echo Request
Filter Hosts B




Ping Sweep Tools

Angry IP Scanner pings each/IPaddress to check if they
are alive, then it optionally resolves its hostname,
‘determines the MAC address, scans ports, etc.

Ping Sweep Tools

@ SolarWinds Engineer’s Toolset
(http://www.solarwinds.com)

@ NetScanTools Pro (https://www.netscantools.com)
@ Colasoft Ping Tool (http://www.colasoft.com)

@ Visual Ping Tester (http.//www.pingtester.net)

@ OpUtils (https://www.manageengine.com)

Angry IP Scanner

“ 42 1P Range - Angry IP Scanner = o X
| Scan Goto Commands Favontes Tools Help
| —
] P Range: | 10.10.100 |10 [10.10.10255 | [PRange | ¢
| Hostname: | Server2016 | pr| [Nemest | [Dsun | =
[ Ping Hostname Ports [1000+]
(@ 10.10.10.10 Oms DESKTOP-SVEDCVY 1,7.9,13,17,19,21-23,25,42.53,80-83,91,98,... |
@ 10101012 Oms  WIN-OJAQIQISPAI 53,80,88,135,139,389,445 454,593,636
@ 10101016 Oms  Server2016 80,135,139,445
@ 1010008 Oms  VICTIM-8 135,139,445
@ 10.10.109 Oms jason-Virtual-Machine 80
@ 10100011 Dms....lnial 20

€D 1P Range - Ang anr

Scan Goto Commands Favontes Tools Help

1P Range: | 10.10.100 | 1o [ 10.10.10255 | [PRange v/ 3
Ready Server2016 it| [Netmesk | [Bswn | =

P 10.10.10.12
@ 10101016
@ 1010108
@ 10.10.109
@ w000

19,21-23,25,42,53,80-83,91,98,
IP address details .»”’-“5‘“”3\”‘
(T 10.10.10.10 ~
Ping: Oms
Hostname:  DESKTOP-SVEDCV1
Ports: 17913171821+
23,25,42,53,80-
83,91,98,110,111,113,119,123,135,139, 143,443, 44
5,593,636
v

T unpiey: ARVE Ul LINTEuN v

http://www.angryip.org




'J The TCP Connect scan detectswhen a port'is openafter
‘completing the three-way handshake

'J TCP Connect scan éstablishes'afull'connection and tears
it down by sending an RST packet

-

SYN Packet + Port (n)

Scan result when i
a port isiopen :

cssssssssssssssssncansssasssassansnea

T T T T PP PP S

Attacker .y Target
SYN Packet + Port (n)
sessssssssssssassnsnnnsnsnnsannananss
Scan result when L L LI LT L LT
a port is@losed ‘ RST
Attacker Target

= Zenmap

Scan Jooks Profile Help
Target:  nmap 10.10.10.90

<] protite ] [Scan| Gl
M =

Command:  # -sT -v nmap 10.10.10.10

0S ¢ Host

¥ 103050

Filter Hosts

Nemap Output Ports / Hosts  Topology Host Details Scans
£ 57 - nmap 10.10.10.10

Starting Mmap 7.60 ( nttps://nmap.org ) at 2018-01-12 18:44
- W Time

Initisting ARP Ping Scan st 18:44
Scanning 10.10.10.10 [1 port)
Completed Al Scan at 18:44, 0.74s elapsed (1 total hosts)
Inftiating Parallel DNS resolution of 1 host. at 18:44
Completec Parallel DNS resolution of 1 host. at 18:44, 0.00s
elapsed
Initiating Connect Scan at 18:44
Scanning 10.10.10.10 (1000 ports)
Discovered open port 139/tcp on 10.10.10.10
Discovered open port 445/tcp on 10.10.10.10
Discovered open port 135/tcp on 10
Discovered open port 38/tcp on 1
Discovered open port 443/tcp on 10.10 10

L About 72.93% done; ETC: 18:47 (@:

56
remaining)

Discovered open port 5357/tcp on 10.10.10.10

Completed Connect Scan at 18:47, 212.13s elapsed (1009 total
ports)

Neap scan report for 10.10.10.10

Failed to resolve “nmap”.

Host §s up (1.85 latency).

Not shown: 984 closed ports

PORT STATE SERVICE

80/tcp  open http

135/tcp open marpc

139/tcp open netbios-ssn

443/tcp open https

445/tcp open microsoft-ds

5357/tcp open wsdapl

BAC Agdress: O0:9C:29:F4:41:A9 (Wware)

Read data files from: C:\Program Files (x86)\Nmap
Mmap done: 1 IP sddress (1 host up) scanned in 218.30 seconds
Raw packets sent: 1 (288) | Rcvd: 1 (288)
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Stealth Scan (Half-open Scan)

\occau‘be 5y gends SYN lour
NVEX comPlehe We conneckion

- The Stealth scan involves resetting the TCP connection between
the client and server abruptly before completion of three-way
handshake signals hence, making the connection half open

Port is open

SYN (Port 80)

— —Q&
) Attackers use stealth scannmg?t&chmques to bypass firewall

rules, 16gging mechanism, and hide themselves as usual under '-
twork traffic Bill Sheela
10.0.0.2:2342 10.0.0.3:80
Stealth Scan Process

The client sends a single 8¥NPpacket to the server to the 01

appropriate port Port is closed

If the port is open, subsequently, the server will responds 02

with an SYNJACK packet

If the server responds with an R&Ppacket, then thesremote 03
port is in the "closed” state

Sheela

10.0.0.2:2342 10.0.0.3:80
The client sends the RSPpacket to close thednitiationbefore Q4

n can ever be established
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Inverse TCP Flag Scanning

2end unusnel Noas Yo conture Wee gyahem
e2tomPle: (URL ; FINNUD , RBWY

NO veePonset —ofen
YT — - Nozed

Attackers send TCP probe packets with a TCP flag (FIN, URG, PSH) set or with no flags,

no response implies that the while RST means that the portis closed
. e =
et ~ Provepacet (W/URG/PSHINULY

open ¢

Port is
closed

Target Host

Note: Inverse TCP flag scanning is known as FIN, URG, PSH scanning based on the flag set in the probe packet. It is known as null scanning if there is no flag set

———
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Xmas Scan

In Xmas scan, attackers send a TCP frame to a remote device
with®FIN, URG, and PUSH flags set

no
fe RN

Xmas Scan Using Nmap

FIN scan works only with@©Sgs with REC793-based TCP/IP

implementation

It willnot workiagainstiany current version of Microsoft Windows

FIN + URG + PUSH

Port is
open

10.0.0.6

FIN + URG + PUSH

Port is I N
closed &b

10.0.0.8:23

- Zenmap

Scan JTools Profile

Target: | nmap 10.10,10.10

Command:

[CHoss | senaces |

05 ¢ Host
W 10101010

Filter Hosts

(u]

ol=N_

X
Help
] prome |

2 -sX -v nmap 10.10,10.10

Nmap Output Ports / Hosts Topology Host Details Scans

- # -5X -v nmap 10.10.10.10 _:] - Details

Starting Nmap 7.6@ ( nttps://nmap.org ) at 2018-91-12 19:28
W Standard Time

Initiating ARP Ping Scan at 19:28

Scanning 10.10.10.10 [1 port]

Completed ARP Ping Scan at 19:28, @.75s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. st 19:28
Completed Parallel DNS resolution of 1 host. at 19:28, 5.52s
elapsed

Initiating XMAS Scan at 19:28

Scanning 10.10.10,10 (1002 ports)

Increasing send delay for 10.10.10.10 from © to 5 due to 43 out
of 143 dropped probes since last increase.

Completed XMAS Scan at 19:28, 6.98s elapsed (1000 total ports)
Nmap scan report for 10.10.10.10

Failed to resolve “nmap”.

Host is up (8.00s latency).

All 1000 scanned ports on 10.10.10.10 are closed

MAC Address: ©99:0C:29:F4:41:A9 (VMware)

Read data files from: C:\Program Files (x86)\Nmap

Mmap done: 1 IP address (1 host up) scanned in 18.73 seconds
Raw packets sent: 1876 (43,0828¢8) | Rcvd: l@e1

(4@8.028KB)
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ACK Flag Probe Scanning - - -

\{\Y\Q\A \-\w% oY XX\
ond Windowd Yield

-J Attackers send TCP probe packets with ACK flag set to a remote device and then analyzes the header
information (TTL and WINDOW field) of received RST packets to find out if the port is open or closed

L 64 non Zevo
TTL based ACK flag probe scanning WINDOW based ACK flag probe scanning

RST Responses

Attacker Target Host Attacker Target Host

If the TTL value of RST packet on a particular port is{€ss If the WINDOW value of RST packet on a particular
than the boundary value of\64) then that port is open port has amomzerovalue, then that portisopen
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ACK Flag Probe Scanning (cont..)

o

ACK flag probe scanning can also be used tocheckthefiltering system of targer

A Attackers send an ACK'probe packer wnth a random sequence number, NOTE:
@ means that the port is not filtered

(stateful firewall is present) and/RST i

Stateful Firewall is Present

Probe Packet (ACK)
........................................ > E3

No Firewall X

Probe Packet (ACK)

Heete 'S

— 7 evial
8 implies that the poreisfilteres "

Scan  Jook Profle Melp
Torget  nmap 10.00.00.11

Command  # .5A .vamap 10001011

Moty Sarvaes
05 ¢ Mest

» wune
® wwen

Nevap Outpt Ports / Mosts  Topology Ment Detal Scam
# A v nmag 10100011 - Detais

Starting Weep 7.60 ( Nttps://neep.org ) ot 2018-01-12 19:3)
Standerd Time

Initisting ARP Ping Scen at 19:3)

Scanning 10.10.10.11 [1 port)

Completes ARP Ping Scan at 19:33, 0.81s elapsed (1 total hests)

Initisting Parallel ONS resolution of 1 host. et 19:33

Completed Parsllel ONS resalution of 1 hest, st 19:33, 0.00s

elapsed

Initisting ACK Scan st 19:33

Scanning 10.10.10.11 (1000 ports)
Completes ACK Scan at 19:3), 9.00s elapsed (1008 total ports)
can report for 10100011

Host is wp (9.00008s latency)
ALL 1000 scanned ports on 10.10.90.11 are undilitered

BAC Address; 00:9C:29:74:73:C5 (Vware)

Bead data files fromi C:\Program Files (xB6)\Neap

Mo gonel & IP sddress (1 host wp) scenmed In 11.28 seconds
Raw packets sent: 1001 (40.020k8) | fcve: 1001

(40, 02008)
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IDLE/IPID Header Sc
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) Every IP packet on the Internet has a fragment identification number (IPID); OS increases the IPID for each packet sent,
thus, probing an IPID gives an attacker the number of packets sent after the last probe

W A machine that receives an unsolicited SYN | ACK packet will respond with an RST. An unsolicited RST will be ignored

@ Send SYN + ACK packet to the zombie machine to probe its
IPID number

@» A zombie machine not expecting an SYN + ACK packet will
send RST packet, disclosing the IPID. However, always analyse
the RST packet from the zombie machine to extract IPID

@ send SYN packet to the target machine (port 80) to spoof the
IP address of the “zombie”

@, If the port is open, the target will send SYN+ACK Packet to the
zombie and in response the zombie will send an RST to the

target
6. If the port is closed, the target will send an RST to the zombie
but the zombie will not send anything back ’“},“’W
. Navath
®. Probe the zombie IPID again/IPIDincre 2 will indicate
hereasd
" -
ore clevict

onlY a X0 Ok

o SYN Packet to port 80 spoofing zombie’s IP as source ”_5

T
: 3,3,, i, v
: - G -
| SYN + ACK Packet o’ _} ©

Zombie Machine

TRETERRNGE—~ oons T N o
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Are you open on UDP Port 29? >

If Port is an ICMP Port
Jsage is received Server

@ Thereisno three-way TCP handshake for UDP scan

@ The systemidoesotFespond with amessage when the @OMISOPER>

@ If a UDP packet is sent to a closed port, the system will respond with an

@ Spywares, Trojan horses, and other malicious applications us

® Zenmap

- a X

Scan  Tooks Profile Help
Torget:  nmap 10.10.10.11 1 profie &) fonl [cone

Command:  # -5U -v nmap 10.10.30.11

Services Nmap Output Ports / Hosts  Topelogy Hest Details  Scans

0S ¢ Host
¥ 10101090
LR A AL

Filter Hosts

o %-tl-vamp 10000011 ] ¢ [Desie

Starting Nmap 7.68 ( https://nmap.org ) at 2018-01-13 10:51
W Standace Time
Initiating ARP Ping Scan at 10:51
Scanning 19.10.10.11 [1 port]
Completec ARP Ping Scan at 10:51, 0.76s elapsed (1 total
hosts)
Initiating Parallel DNS resolution of 1 host. at 10:51
Completed Parallel DNS resolution of 1 host. at 10:51, 0.00s
elapsed
Inftiating UDP Scan at 10:51
Scanning 10.10.19.11 [108@ ports]
Increasing seng delay #or 10.10 l .11 from @ to 5@ oue to
max_successful_tryno increas:
!ntrcnh‘ send delay for 10.10. ll 11 from 50 to 100 due to
11 cut of 24 dropped probes since last incresse.

About 11.38% done; ETC: 10:56 (0:04:01

remaining)

Completed UDP Scan at 11:88, 995.27s elapsed (1820 total
ports)

Neap scan report for 10.10.10.11

Failed to resolve “nmap*.

Host is up (0.000072s latency).

ALl 1800 scanned ports on 10.10.10.11 sre closed (921) or
open|filtered (79)
MAC Address; 00:8C:29:FA:73:C5 (VMware)

1 C:\Program Files (xB5)\Nmap
i 1 1P adaress (1 host up) scanned in 1082.37
seconds
Raw packets sent: 1846 (53.B3248) | Reva: 1903
(107.852k8)




Configuréfiféwalland IDSFilés to detect and
block probes

- “Run the port scanning tools against hosts on the

network to determine whether the firewall
properly detects the port scanning activity

~ Ensure that the mechanism used for routing and

filteringat the routers and firewalls respectively
(cannotbebypassedusing a particular source ports

or source-routing methods

Ensure that the router, IDS, and firewall firmware
are gpdatedito their latest releases/version

Use custom rule set to lock down the network and
blockunwanted portsat the firewall

CFilterallICMIP MEssages (i.e. inbound ICMP message
types and outbound ICMP type 3 unreachable

messages) at the firewalls and routers

Perform TCP and UDP scanning along with ICMP
probes against your organization’s IP address space
to check the network configuration and its

available ports

Ensure that the antiScanning and antispoofing
rules are properly configured




Banner grabbing or OS fingerprinting is the method used todétérminethé operating system running on a remote targed
system: There are two types of banner grabbing: active andpassive

Identifying the OS used on the target host allows an attacker tofigure out thevilnerabilities the systemposses and
the exploits that might work on a system to furthercarryout additionalattacks

neeols o inveXack

ACtive BANNSHIGEFABBING « . e ‘ocox

© Specially crafted packets are sent to remote OS and the
‘responses are noted

@ The responses are then ompared with a databaseito
determine the OS

© Responses from different OSes varies due to differences

No need ‘o
Passive Bannex'Grabbing icwuch v
e Ho4 eevor \L-f_ *Nfse*

-~

Errormessages provide information such as the typeofserver)
type of OS, and SSL tool used by the target remote system.

Capturing and analyzing packets from the target enables an
attacker to determine the OS used by the remote system.
= Banner grabbing from page extensions

Looking for an extension in the URL may assist in determining
the application’s version.

Example: .aspx => IIS server and Windows platform




How to Identify Target System OS

eochh 0% hag o Vot ot
T (Wne Lo e 4 Vindow ¥

Give (TTL) and TePwWindow size in the IP header of the first packet in a TCP session

. Sniff/capture the response generated from the target machine by using packet-
sniffing tools like Wireshark and observe the TTL and TCP window size fields
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Drawing Network Diagrams 7{

J(Drawing target's network diagram givesvaluablesinformation about the networkandits:architecture to an attacker
J Network diagramsshows logicalor physical path to apotential target

- > |
2w P S
| | | Email Server w.bISGrvar
2 s
xy Server Rouber Router
== | |




J The network scanning penetration test helps to determine the network's security posture by identifying
live systems, discovering open ports, associating services, and grabbing system banners from a remote
location to simulate a network hacking attempt

J The penetration testing report will help the system administrators to:

Close unused

Disable
unnecessary Hide or customize Troubleshoot
services 7 banners service Calibrate
@ configuration firewall rules

errors @

et
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Scanning Pen Testing (cont’'d) - -~

..............

v

Scan beyond IDS and firewall = (ZEER

Perform banner grabbing
/0s fingerprinting

v

Draw network diagrams ~ --cooooheeeed >

v

Use tools such as Nmap, Angry
IP Scanner, etc.

Use tools such as Nmap,
NetScanTools Pro, etc.

Use techniques such as packet
fragmentation, source routing, etc.

Send specially crafted packets
and sniff the responses

Use tools such as Network Topology
Mapper, OpManager, etc.
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Check for the live hosts using tools such as
Nmap, Angry IP Scanner, SolarWinds
Engineer’s toolset, NetScanTools Pro, etc.

Check for open ports using tools such as
Nmap, NetScanTools Pro, Hping3, PRTG
Network Monitor, SuperScan, etc.

Scan beyond IDS and firewall using
techniques such as packet fragmentation,
source routing, IP address spoofing, etc.

Perform banner grabbing/OS fingerprinting
by sending specially crafted packets to the
targeted machine and then comparing the

responses with the database

Draw network diagrams of the vulnerable
hosts using tools such as Network Topology
Mapper, OpManager, The Dude,
NetSurveyor, NetBrain, etc.

Document all the findings
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Nmap

Nmap (Network-Mapper)
One of the most widely-used-security-tools

Is a port scanner with capability to perform-a-number
of different scan types

Available in Windows, Linux, MacOS, and others
Command-line application and graphical user interface
(GUI) version (Zenmap)
To perform an Nmap scan at Windows command
prompt:
nmap <IP address> <options>
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NMAP COMMAND

SCAN PERFORMED

-sS SYN scan

-sX XMAS tree scan

Ping scan

Protocol scan

QI B O AT




Nmap (Cont.)

= Example: nmap —-sT 192.168.123.254

= Response:

Starting Nmap 7.60 (http://nmap.org) at 2017-10-17 10:37
Central Daylight Time

Interesting ports on 192.168.123.254:
Not shown: 1711 filtered ports

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

2601/tcp open zebra

2602/tcp open ripd

MAC Address: 00:16:01:D1:3D:5C (Linksys)

Nmap done: 1 IP address (1 host up) scanned in 113.750
seconds



Using Nmap

Results display status of port in one of three
states:

Open: Target device is accepting-connections
on the port

Closed: Port is not listening or accepting
connections
Filtered: Firewall, filter, or other network

device is monitoring the port and preventing
full probing to determining its status



SuperScan

Scan | Host end Service Discavery | Scan Options | Tocks | Windows Eensveration | About |

IPs

HostamedP [152169.123.25¢ | [swe | EdIP Coas Selected |
StatIP _er 192168123.254 ] |L§?
EndIP _&m

ResdiPs ko fle 2> |

T37.185. 103.759 |
Hosunane: [Unknown)
ICr perus (3) 21,600,818
UD» pores (2) 9,53

Total live hosts discovered 1

Total open ICFP ports 3

Total open UDF ports 2 _‘_I

&) |Pertorming nostname resoluvion. =l

3 |Pertorming banner grabs.
TCP banner grabbing (3 poxcs)
UDP bannex qnbbng (27 res)
Dapo ting fecan resule

Discovery scan finished: :I

i View HTML Resuits
T e O O L O T L T T LT T LT T T LTI T LT T

00:21  Saved log file Live: 1 [TCPopen:3  UDPopon: 2 171 dome Z

SuperScan is a Windows-based port scanner designed to scan TCP
and UDP ports, perform ping scans, run Whois queries, and use
Traceroute.



Scanrand

mm SCanning tool

Can scan a single host or large-scan

networks

Scans ports in parallel using technique

known as stateless scanning

Used when large numbers of IP

addresses need to be scanned quickly




« Stores a collection of normal responses that
can be provided to ports to elicit a response
when scanning services that use encryption

 Allows security professionals the ability to find
services that have been redirected from
standard ports



Mapping the Network

= Create a network diagram to show vuinerable or
potentially vulnerable-devices-on-target-network

« SolarWinds, Auvik, Open-AudIT, The
Tools Dude, Angry IP Scanner, Spiceworks
Map IT, and Network Notepad

* Record info in notebook or
spreadsheet




Analyzing the Results

1. Analyze the services that have been revealed.

2 Explore vulnerabilities for each service or
system.

3. Research and locate any potential exploits that
can be used to attack the system.

The attacker can use a search engine to gather
information about potential attacks by searching
the OS and exploits.



Summary

|dentification of target systems
Port and vulnerability scanning techniques

Network mapping tools



